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Abstract

Machine learning components are now central to Al-infused soft-
ware systems, from recommendations and code assistants to clini-
cal decision support. As regulations and governance frameworks
increasingly require deleting sensitive data from deployed mod-
els, machine unlearning is emerging as a practical alternative to
full retraining. However, unlearning introduces a software quality-
assurance challenge: under realistic deployment constraints and
imperfect oracles, how can we test that a model no longer relies
on targeted information? This paper frames unlearning testing as a
first-class software engineering problem. We argue that practical
unlearning tests must provide (i) thorough coverage over proxy
and mediated influence pathways, (ii) debuggable diagnostics that
localize where leakage persists, (iii) cost-effective regression-style
execution under query budgets, and (iv) black-box applicability for
API-deployed models. We outline a causal, pathway-centric per-
spective, causal fuzzing, that generates budgeted interventions to
estimate residual direct and indirect effects and produce actionable
“leakage reports”. Proof-of-concept results illustrate that standard
attribution checks can miss residual influence due to proxy path-
ways, cancellation effects, and subgroup masking, motivating causal
testing as a promising direction for unlearning testing.

1 Introduction

Machine learning models increasingly power features in Al-infused
software systems including user-facing and backend capabilities
such as search, recommendations, code assistants, and clinical triage.
Engineering these systems differs from traditional software because
model behavior depends on data, training pipelines, and deploy-
ment constraints that evolve over time [2]. Testing and quality
assurance for ML components has consequently become an active
topic in software engineering research, spanning test generation,
adequacy criteria, and oracle challenges [3, 50].

These systems are often trained on proprietary and user-generated
data that often contains sensitive information. Regulations such as
the GDPR and CCPA now empower users to request the removal of
their data [17, 41], forcing organizations to ensure that models can
truly “forget” specified information. Beyond regulatory compliance,
robust unlearning is vital for mitigating bias that undermines trust
and safety, and it plays a key role in post-deployment debugging
by exposing and correcting spurious correlations.

Retraining models from scratch after every deletion request is
often impractical for large-scale systems. [7] This motivates the

This work is licensed under a Creative Commons Attribution 4.0 International License.
FSE Companion °26, Montreal, QC, Canada

© 2026 Copyright held by the owner/author(s).

ACM ISBN 979-8-4007-2636-1/26/07

https://doi.org/10.1145/3803437.3805557

Sainyam Galhotra
Cornell University
Ithaca, NY, USA

community to study approximate unlearning methods that update
model parameters to (approximately) erase targeted information.

While these methods can be more efficient than full retraining,
they introduce a fundamental software quality-assurance challenge:
under realistic deployment constraints, how can we test that
unlearning has eliminated all relevant traces of the forgotten
data? This question is hard for the same reason many testing prob-
lems are hard: the desired property (“the model has forgotten Z”)
rarely has a perfect oracle, so practitioners must rely on systematic,
indirect evidence [3].

Existing unlearning checks largely rely on data-sample removal
or feature-level attribution. While useful, these approaches focus on
surface associations and often fail to detect residual influence that
persists indirectly through correlated proxies or mediated pathways,
precisely the failure modes that matter in post-deployment testing.

Example 1.1. Consider a lung disease diagnosis model trained on
patient data including X-rays, patient metadata, and clinical notes.
Suppose the model learns to associate Hospital A with higher
disease risk because that hospital tends to treat more severe cases. A
regulator subsequently mandates unlearning of hospital identifiers
to prevent institutional bias. After unlearning, the model no longer
reads visible hospital IDs or metadata.

Leakage through structured data. Even after removing hospital iden-
tifiers, the model may still infer institutional affiliation from corre-
lated demographic attributes. For instance, features such as residen-
tial zip-code or employment history often indirectly encode where
a patient is likely to receive care, As a result, the model continues
to exhibit biased predictions, even though direct identifiers have
been stripped away.

Leakage through unstructured data. A similar issue may arise with
imaging data. Hospitals may configure their scanners differently,
for example, using distinct grid settings, contrast levels, or recon-
struction parameters. Even after unlearning hospital identifiers, the
model may still recognize these scanner-specific signatures and
associate them with higher disease risk.

Prior work on feature attribution and leakage analysis, includ-
ing Shapley values and influence functions [20, 28, 30], can expose
direct associations, but it does not verify whether residual influ-
ence persists through mediated or proxy pathways. These findings
suggest that indirect signals, both structured or unstructured, can
still encode residual influence, undermining the goal of unlearning.

This paper envisions a causal unlearning testing framework that
moves beyond binary pass/fail judgments to form a feedback loop
for improving unlearning methods. To be viable within routine
software quality-assurance pipelines, such testing must satisfy four
tightly coupled properties. Thoroughness requires detecting all
practically relevant residual influence of the targeted information,
including indirect effects that persist through correlated proxies or
mediated causal pathways. Debuggability ensures that when resid-
ual influence is detected, tests explain where and how unlearning
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Figure 1: Causal fuzzing workflow: from unlearning request to actionable leakage report via path-guided input generation

failed to help localize the features or causal pathways responsible
for leakage to enable targeted remediation. Cost-effectiveness
makes this process sustainable in practice, allowing tests to run
repeatedly (e.g., per deletion batch or model release) by prioritizing
high-yield tests and reusing artifacts without incurring prohibitive
computational or human cost. Finally, black-box applicability en-
sures deployability in real systems by relying only on input-output
behavior, even when model internals are inaccessible, as in com-
mon API-based settings. These four properties follow directly from
unlearning constraints in deployed ML systems.

To achieve these objectives, we propose framing unlearning test-
ing as a causal influence problem: the claim “Z is forgotten” should
mean that both its direct and indirect effects on predictions are neg-
ligible. Specifically, we propose a “causal fuzzing” mechanism to
systematically test models and produce actionable, pathway-centric
diagnostic insights under black-box access (Figure 1).

Our preliminary evidence on structured data shows that path-
specific testing detects residual leakage that other methods miss,
while remaining black-box. Looking ahead, we plan to extend the
notion of mediator paths to natural language and image data using
modality-specific perturbations. More broadly, we highlight a range
of open research questions (§5) that call for community effort to
advance rigorous, efficient, and generalizable unlearning testing.

2 Background and Related Work

SE has studied systematic testing of ML components using meta-
morphic relations and test generation, including DeepXplore [32],
DeepTest [44], DeepHunter [46]. Recent work motivates black-
box testing under deployment constraints, e.g., via test-case di-
versity [1], and advances metamorphic and contrastive testing for
modern ML services [10, 26, 31, 45]. These techniques motivate our
emphasis on efficiency and black-box applicability, but they do not
target forgetting.

Unlearning Evaluation and Verification. Machine unlearning
aims to update a model as if certain training data had never been
used [7, 24]. A growing line of work studies how to evaluate/verify
unlearning, including memorization-based metrics [25], stronger
adversarial protocols [21, 40], and evidence that verification can
be fragile or introduce new risks (e.g., dishonest providers and
reconstruction attacks) [6]. Benchmarks and surveys further sys-
tematize evaluation (e.g., MUSE) [36, 50]. However, these evalua-
tions typically provide aggregate evidence and lack pathway-level,
debuggable tests under black-box constraints.

Influence and Leakage Analyses. A large body of work esti-
mates data/feature influence via Shapley values, influence functions,
and gradient/trajectory analyses [20, 28, 30], and uses attribution
methods such as saliency maps and integrated gradients for un-
structured models [39, 42]. Complementary privacy and extraction
work shows that models can retain and reveal training informa-
tion [8, 9, 11, 33, 34, 38]. Overall, these approaches often quantify
surface exposure or direct association and may miss mediated leak-
age through proxies.

3 Desired Properties of Unlearning Tests

Machine unlearning introduces a post-deployment quality-assurance
problem for Al-infused software systems: after an unlearning re-
quest, practitioners need testable evidence that the model no longer
relies on the targeted information. In deployed settings this evidence
must be collected under limited observability (e.g., API-only access)
and imperfect oracles [2, 3]. From a testing perspective, unlearning
checks are useful only if they (i) achieve thoroughness (high cov-
erage) to avoid false reassurance when influence persists through
proxies, (ii) are debuggable so failures localize which routes remain
influential and guide remediation, (iii) are cost-effective enough to
run routinely (e.g., per deletion batch or release), and (iv) remain
black-box applicable because many models are accessible only via
service interfaces. These properties represent a deployment-driven
minimal set of necessary conditions for unlearning tests to function
as first-class software tests in deployed settings.

3.1 Thoroughness (Coverage)

Unlearning tests should detect all practically relevant residual influ-
ences. For ML components, relying on a single simplistic coverage
target is risky. Prior work shows that common DNN coverage
criteria may correlate weakly with fault detection or model qual-
ity [22, 47]. Analogously, an unlearning test suite that checks only
whether the target feature remains explicitly accessible can miss
proxy-mediated influence.

Consider the testing implications for our hospital unlearning
scenario (exp 1.1). A surface-level test might verify that hospital
identifiers are no longer directly readable from model inputs or
outputs. However, this is incomplete: the model may still route
hospital-specific bias through demographic proxies (service-area
indicators) or subtle imaging artifacts.

To ensure high coverage, testing must therefore probe these
indirect channels systematically. For demographic features (struc-
tured), this involves testing whether zip codes, insurance types, or
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referral patterns still enable hospital inference. For imaging data (un-
structured), verification requires checking if scanner-specific noise
patterns continue to influence predictions in hospital-correlated
ways. In practice, this is also an oracle challenge: we rarely have a
perfect “forgotten/not-forgotten” oracle in this domain, motivating
tests that leverage structured invariants (e.g., metamorphic-style
relations) rather than relying on labels alone [3, 12].

Effective unlearning verification therefore cannot rely on feature-
by-feature checks. It requires a pathway-centric approach that traces
how target information flows through the model and detects both
direct dependencies and complex mediated effects.

3.2 Debuggability

Unlearning testing must detect both residual influence and guide
mitigation. Debuggability requires actionable localization of where
leakage persists, analogous to fault localization and delta debugging
[27, 48, 49]. In our hospital example, removing explicit identifiers
may not eliminate institution-specific bias. A non-debuggable test
yields only a binary verdict (e.g., “hospital bias detected”), leaving
developers uncertain whether leakage arises from demographics,
imaging artifacts, or other proxies.

A debuggable test should report which pathways remain influen-
tial (e.g., leakage through scanner-specific grid patterns in image
corners, with secondary leakage through geographic proxies). Such
localization enables targeted interventions, such as preprocessing
to normalize scanner signatures, or applying unlearning focused
on specific mediators.

3.3 Cost-effectiveness

For unlearning verification to be practical, particularly in large-scale
or frequently updated models, it must be cost-effective. Compre-
hensive tests may require thousands of probes spanning different
modalities, languages, and inference patterns, which can be pro-
hibitively expensive even for verifying a single datapoint. In large
language models, the combinatorial explosion of possible prompts
and contexts can compound into substantial costs. Hence, balanc-
ing cost-effectiveness with thoroughness is crucial. This motivates
prioritization mechanisms (which pathways to test first), reuse of
test artifacts across versions, and guided exploration strategies akin
to fuzzing’s budgeted search for high-value tests [29].

3.4 Black-Box Applicability

Al-infused systems are often API-only, with limited internal access.
Consequently, unlearning tests should support black-box setting
using only inputs and outputs. This aligns with a key software
testing principle: feasibility under production observability [2].
Black-box applicability also supports governance and audit con-
texts where independent validation may be required, and aligns
with operational monitoring expectations in risk-management frame-
works [15, 16, 23, 43]. At the same time, black-box constraints create
explicit tradeoffs: they can reduce diagnosability and thoroughness
unless the testing strategy leverages structure to compensate.

4 Causal Perspective on Unlearning

Machine unlearning introduces a post-deployment testing prob-
lem: after an unlearning request, practitioners need evidence that
the model no longer relies on the targeted information Z, despite
limited observability (often API-only). We propose a causal testing
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view: unlearning is successful only if the direct and indirect causal
influence of Z on the model output Y is negligible.

Test Oracle. We represent the deployed predictor as part of a struc-
tural causal model (SCM), where nodes correspond to observed
inputs/features, intermediate representations, and outputs. Unlearn-
ing verification reduces to testing whether interventions on Z can
still change Y, either directly or through mediators. This yields
a concrete oracle: if Z is forgotten, then intervening on Z and
propagating its downstream causal consequences should not mean-
ingfully change Y. For each intervention, model outputs on original
and intervened inputs are compared via the absolute change in
prediction score (or class probability), and expected residual influ-
ence is estimated by Monte Carlo averaging. Residual influence is
thresholded to decide whether unlearning is complete. The oracle
assumes access to causal structure as a directed acyclic graph and
the ability to sample realistic intervention values, while functional
dependencies remain unknown.

Causal fuzzing workflow (how it operates). Figure 1 summa-
rizes the causal fuzzing workflow. Given a target Z, we first generate
a budgeted test suite of interventions that probes candidate influ-
ence routes from Z to Y: (i) Scope & candidates: identify a small set of
likely mediators/proxies M (from the causal graph, domain knowl-
edge, or simple proxy screening); (ii) Interventions: generate fuzz
inputs (feature perturbations for structured data; concept edits for
images/text) by intervening on Z (and optionally blocking or fixing
selected mediators M) to isolate total and path-specific effects. (iii)
Black-box queries: query the model on the original vs. intervened in-
puts and estimate residual effects (total and/or path-specific) under
a fixed query budget; (iv) Leakage report: rank failing tests by effect
size and report which mediator/path explains the residual influence.
The report should be structured as ranked entries e.g., Z —BMI —» Y
with a high estimated effect and BMI flagged for inspection.
Approximate structure may come from domain knowledge, or
causal discovery (e.g., LINGAM [37]). In practice, coarse structure
can target likely mediator routes and support refutation/robustness
checks to detect some graph misspecifications [35]. We discuss
reporting graded assurance under graph uncertainty in Section 5.

How this achieves the desired properties. Causal fuzzing satis-
fes the desired properties (§3) as follows. High coverage comes from
targeting paths from Z to Y (direct and mediated) rather than enu-
merating features in isolation. Debuggability comes from attributing
a failure to specific mediator sets or paths (e.g., Z — M —Y), produc-
ing actionable localization. Cost-effectiveness comes from budgeted
testing: prioritizing a small number of high-risk mediators (e.g.,
by causal proximity, proxy strength, domain risk, or prior failures)
instead of exhaustively perturbing all features and reusing test arti-
facts across model versions, akin to guided fuzzing under a fixed
budget [29]. Black-box applicability holds because causal testing
requires only model queries on interventions.

4.1 Proof-of-Concept: Structured Data

Goal and setup. To validate feasibility, we ran proof-of-concept
experiments on predictors representative of decision and health in-
formatics software, trained on structured datasets commonly used
in SE fairness-testing literature [13]: Adult Income and Drug Con-
sumption (real-world) [4, 18], and Heart-Disease (semi-synthetic).
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We compared against baseline testing approaches: permutation
importance [19], SHAP [30], and fairness metrics [5]. We chose tar-
gets Z that are (i) explicitly sensitive (gender, age) or (ii) plausibly
causal for outcomes (smoking, BMI).

For Adult Income, we used a coarse causal graph specified based
on domain knowledge [14]; for Drug Consumption, we initialized a
graph with LINGAM [37] and retained only domain-plausible edges
for testing; for the semi-synthetic Heart-Disease dataset, we used
the known SCM structure. We treat these graphs as coarse structural
hypotheses used to target tests, not as guaranteed ground-truth
causal structures. Our goal is not exact causal identification, but
evaluating whether testing remains useful without perfect causal
knowledge. We discuss reporting graded assurance under graph
uncertainty in Section 5.

Unlearning baseline (to generate post-unlearning models).
We use feature removal as a baseline unlearning operation (retrain
without Z). This mirrors a common mitigation in practice and pro-
vides a clean setting to evaluate testing effectiveness: Z is no longer
directly available, yet its influence may persist through correlated
proxies or mediated routes. This simplified proxy for unlearning
enables controlled evaluation of residual indirect effects, but it does
not capture more realistic unlearning methods, which we leave
for future work. Our focus is the testing strategy (causal fuzzing),
rather than proposing a new unlearning algorithm.

4.1.1  Proxy pathways. A frequently observed failure mode is that
unlearned information persists through alternative causal routes.
After unlearning smoking in Heart-Disease, SHAP and permutation
importance suggested that smoking influence was negligible. How-
ever, causal fuzzing revealed substantial residual influence mediated
through blood pressure and BMI. This illustrates that removing
Z does not prevent the model from re-expressing its influence via
proxies even when surface-level attribution looks negligible.

4.1.2  Cancellation illusion. We observed that aggregate influence
measures can underestimate residual dependence when opposing
mediated effects cancel. In Drug Consumption, Education appeared
weak overall in baseline evaluations. Path-specific analysis using
causal fuzzing revealed why: two strong but opposing mediated
pathways. Education simultaneously lowered risk by increasing
health awareness and conscientiousness (Cscore), while increasing
risk through elevated social exposure and extraversion (Escore).
Although these effects nearly cancel in aggregate, the model retains
both dependencies; small distributional shifts can disrupt the bal-
ance and re-activate residual influence. This blind spot motivates
path-specific tests as a more faithful oracle for unlearning.

4.1.3  Subgroup masking. Global testing can obscure subgroup-
specific vulnerabilities. In Adult Income, Age appeared only moder-
ately influential overall, yet among individuals under 40 it became
a dominant factor (Figure 2a). Likewise, in Heart-Disease after un-
learning BMI, indirect influence was substantially stronger for older
individuals and mediated through blood pressure (Figure 2b). In
both cases, SHAP and permutation importance failed to capture
this subgroup-specific influence variation.

Summary. These proof-of-concept results highlight that conven-
tional verification can miss indirect, cancelling, and subgroup-
specific effects, creating blind spots in unlearning assessment. By
contrast, causal fuzzing yields pathway-level evidence that directly
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Figure 2: Mediated effects by age group.

supports coverage and debuggability, while remaining compatible
with black-box model access. As with other testing techniques,
passing all unlearning tests does not prove absence of leakage, but
systematically reduces known high-risk failure modes. Future work
will scale the approach to higher-dimensional domains and study
cost/coverage tradeoffs under explicit query budgets.

5 Open Challenges and Future Directions

Our proof-of-concept illustrates that causal, pathway-centric tests
can expose verification blind spots, but several challenges remain
before such tests become routine regression artifacts in SE pipelines.

Imperfect causal knowledge. An open question is formalizing
when such tests remain informative under graph uncertainty, i.e.,
how coverage and localization degrade as causal knowledge be-
comes partial. Promising directions include uncertainty-aware test-
ing (e.g., testing families of plausible graphs) and reporting assur-
ance levels rather than binary verdicts.

Budgeted regression testing. To support repeated unlearning in
practice, future work should develop regression-style test suites
that reuse perturbation artifacts across releases, prioritize high-risk
pathways, and make cost/coverage tradeoffs explicit under budgets.

Unstructured and foundation models. Extending causal fuzzing
beyond tabular data requires reliable modality-specific interven-
tions (e.g., concept-level perturbations for images/text) and validity
checks to ensure edits are realistic. In text setting, a key open prob-
lem is defining text-level mediators that remain meaningful under
paraphrase and other surface changes. Another is designing realistic
interventions that preserve task intent while perturbing candidate
mediators, and deciding how residual influence should be estimated
under a fixed prompt/query budget. For LLMs/VLMs, an additional
challenge is prompt sensitivity; standardized prompt suites and
pathway-oriented tests are needed to provide comparable evidence
under black-box access.

6 Conclusion

In this paper, we have framed machine unlearning testing as a
critical concern for for Al-infused software systems. We have iden-
tified key properties that practical unlearning tests must possess,
including thoroughness, debuggability, efficiency, and black-box
compatibility. Through our exploration of causal testing methods,
we have demonstrated their potential to uncover residual influences
and provide actionable insights for practitioners. Our vision is to
establish rigorous testing frameworks that ensure genuine data
removal while addressing the complexities of modern ML models.
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